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Research Question: Can we determine
software behavior strictly from log analysis?



Motivation

e Programs generate event logs
e These logs can be analyzed manually to determine the behavior of the
program

Note: All data in this presentation is synthetic, but
is representative of the real data and results.

Eile Edit Event Filter Tools Options Help

8 QABRE A #AH8 |

Sequ.. Tme.. Process Name PID Operation Path Result Detall &
122103 10:30.... | WExplorer.EXE 3232 RegOpenKey HKCUNSOFTWARE \Microsoft\Office\12.0\Groove SUCCESS Desired Access: Read/Wnte
122104 10:30.... [ WBExplorer.EXE 3232 RegQueryValue HKCU\Software \Microsoft \Office\ 12.0\Groove \GF SUserGUID SUCCESS Type: REG_SZ. Length: 78, ...
122105 10:30.... | @NExplorer.EXE 3232 RegCloseKey HKCUNSoftware \Microsoft\Office\12.0\Groove SUCCESS

122106  10:30.... \WMExplorer.EXE 3232 RegOpenKey HKCINSOFTWARE \Microscft\Office . 12.0'Groove SUCCESS Desirad Access: Read/Wite
122107 10:30.... | W¥Explorer.EXE 3232 RegQueryValue HKCUM\Software \Microsoft \Office\12.0\Groove \GF SUserGUID SUCCESS Type: REG_SZ. Length: 78, ...
122108 10:30.... [ WeExplorer.EXE 3232 RegCloseKey HKCU\Scftware\Microsoft \Office’.12.0\Groove SUCCESS

122109 10:30.... | WExplorer.EXE 3232 RegOpenKey HKCUNSOFTWARE \Microsoft \Office\12.0\Groove SUCCESS Desired Access: Read/Wnte
122110 10:30.... {WExlorer.EXE 3232 RegQueryValue HKCU\Scftware \Microsoft\Office\ 12.0\Groove \GFSUserGUID SUCCESS Type: REG_SZ, Length: 78, ...
122111 10:20:... [ WeSxplorer EXE 3232 RegCloseKey HKCU\Software \Microsoft\Office\12.0\Groove SUCCESS

122112 10:30.... (Fvmwareirayexe 3616 CreateFle C:\Users'\bogo \AppData\Roaming\VMware SUCCESS Desirad Access: Read Data...
122113 10:30.... Fivmwareirayexe 3616 QueryDrectory C\Users'\bogo AppData \Roaming \VMware \preferences ini SUCCESS Flter: preferencesin, 1:oref .
122115 10:30.... @vmwm{ray.m 3616 CloseFile C:\Users'bogo“AppData‘\Roaming \ViMware SUCCESS




Motivation

® [ssues with manual analysis

o Require an experienced analyst
o Time consuming and tedious

e Project Goal: Automate the process of software analysis with the use of data

analytics on logs to point analysts to interesting behavior.
o Begin by researching the viability of different analysis methods.
o Could these methods identify what behaviors the program exhibited given only the logs?



Note: All data in this presentation is synthetic, but
is representative of the real data and results.

The Data

Eile Edit Event Filter Tools Options Help
Iz 8| ABE | SASG #8
Sequ.. Tme.. Process Name PID Operation Path Result Detail &
122103 10:30:... {WExplorer.EXE 3232 RegOpenKey HKCINSOFTWARE\Microsoft \Office\ 12.0\Groove SUCCESS Desired Access: Read/Wnte
122104 10:30:... W¥Explorer.EXE 3232 RegQueryValue HKCLM\Software\Microsoft\Office’\.12.0\Groove \GF SUserGUID SUCCESS Type: REG_SZ, Length: 78, ...
122105 10:30.... \@NExplorer.EXE 3232 RegCloseKey HKCU\Software'\Microsoft \Office\12.0\Groove SUCCESS
122106  10:30.... \WMExplorer.EXE 3232 RegOpenKey HKCU\SOFTWARE\Microsoft\Office\ 12.0'Groove SUCCESS Desirad Access: Read/Wite
122107 10:30.... {@¥Explorer.EXE 3232 RegQueryValue HKCU\Software\Microsoft \Office\12.0\Groove \GF SUserGUID SUCCESS Type: REG_SZ. Length: 78, ...
122108 10:30:.... W¥Explorer.EXE 3232 RegCloseKey HKCU\Scftware\Microsoft \Office’.12.0\Groove SUCCESS
122109 10:30.... \WExplorer.EXE 3232 RegOpenKey HKCUNSOFTWARE \Microsoft \Office\12.0\Groove SUCCESS Desired Access: Read/Wite
122110 10:30.... {W¥Sqplorer.EXE 3232 RegQueryValue HKCU\Scftware'\Microsoft \Office\12.0\Groove \GFSUserGUID SUCCESS Type: REG_SZ, Length: 78, ...
122111 10:20:... [ W¥Explorer EXE 3232 RegCoseKey HKCU\Software \Microsoft\Office\ 12.0'Groove SUCCESS
122112 10:30.... (Jpvmwaretrayexe 3616 CreateFle C:\Users'\bogo“\AppData\Roaming\ViMware SUCCESS Desired Access: Read Data...
122113 10:30.... (fivmwaredrayexe 3616 QueryDrectory C\Uszrs'\bogo AppData \Roaming \WMware \preferences.ini SUCCESS Fiter: preferencesin, 1:pref .
122115 10:30.... @vmwam{ray.exe 3616 CloseFile C:\Users'\bogo“\AppData'\Roaming\VMware SUCCESS
122117 10:30... [ MNexplorer exe 2816 RegOpenkey HKCIUNSOFTWARE\Microsoft\Office\12.0'Groove SUCCESS Desired Access: Read
122118 10:30.... {Weexplorer.exs 2816 RegQueryValue HKCU\Software\Microsoft\Office’.12.0\Groove \UseLocalGW SProtocol NAME NOT FOUND Length: 144
122119 10:30:... [ Weexolorer exe 2816 RegOpenKey HKCUNSOFTWARE \Microsoft \Office\12.0'Groove SUCCESS Desired Access: Read
122120 10:30.... {WMexplorer.sxs 2316 RegQueryValue HKCUM\Seftware\Microsoft \Office\ 12.0\Groove \UseLocalGW SProtocol NAME NOT FOUND Length: 144
122121 10:30... [Weexplorer exe 2216 RegCoseKey HKCU\Software \Microsoft \Office\ 12.0\Groove SUCCESS
122122 10:30.... [Wexplorerexs 2816 RegCloseKey HKCU\Software \Microsoft \Office.12.0\Groove SUCCESS
122123 10:30.... {WNexplorerexe 2816 RegOpenKey HKCUNSOFTWARE \Microsoft \Office’\12.0'Groove SUCCESS Desired Access: Read/ Wnte
122124 10:20:... Wexplorer.exe 2816 RegQueryValue HKCU\Scftware\Microsoft\Office’\12.0'Groove \GF SUserGLIID SUCCESS Type: REG_SZ. Length: 78, ...
122125 10:30... [ Meexplorer exe 2316 RegCloseKey HKCUM\Software \Microsoft\Office\12.0\Groove SUCCESS
122126 10:30:... [WMexplorer.exs 2216 RegOpenKey HKLM\Scftware \Microsoft \Windows \Current Version'\Property System\PropertySchema  SUCCESS Desired Access: Query Value
122127 10:30.... [ Wlexplorerexe 2816 RegQuenyValus HKLM\SOFTWARE\Microsoft \Windows \Cument Version\Property System'\Propesty Sche..NAME NOT FOUND Length: 144
122128 10:30.... [Wesplorer.exs 2816 RegCloseKey HKLM\SOFTWARE\Microscft \Windows CumentVarsion'\Property System\PropertySche... SUCCESS
122129 10:30... STAUDIODGEXE 1372 Threaed Create SUCCESS Thread ID: 2656
122120 10:30.... "'lsm.exe 824 Thread Create SUCCESS Thread |D: 5504
122131 10:30... (ivmwaredrayexe 3615 Createfle C:\Users\bogo\AppData'\Roaming \VMware SUCCESS Desired Access: Read Data... —
122132 10:30.... &vmwam{my.m 3616 QueryDirectory C:\Users'\bogo“\AppData'\Roaming \VMware \preferences.ini SUCCESS Filter: preferences.ini, 1: pref... =
122124 10:30... (Fivmwaredrayexe 3516 Closefile C\Users'\bogo\AppData\Roaming\VMware SUCCESS -
Showing all 74 491 events Backed by page file




Motivation for Natural Language Processing

Can think of logs like a collection of text
o  Each event (or row) in the log can be thought of as a
word

Hypothesis: Seeing certain words in a particular
sequence, or even having certain words just being
present in the log, could tell us something about
the behavior of the program that generated that

log

Sequ...

122103
122104
122105
122106
122107
122108
122108
122110
1221
122112
122113
122115
122117
122118
122118
122120
122121
122122
122123
122124
122125
122126
122127
122128
122128
122120
122131
122132
122134

... Process Name

... [WExplorer. EXE

0:... [ WExplorer.EXE

.. |IEplorer. EXE

20... WNExplorer EXE

... [IExplorer EXE

:30.... \WBExplorer.EXE

... [WExplorer. EXE
.. MMExplorer EXE
.. MExlorer EXE
ﬁvm'ﬁam(raymce
. (vmwaredray sxe

:20.... (Fivmwaredray exs

- [WNexplorer exe

:30:... [WMexplorerexs

.. {explorer sxe

:30.... [MMexplorer.exe
:30:... {Wexplorerexe
:20:... [Mexplorer exs

... [explorersxe
... [IMexplorerexe
... [iexplorer exe
... [MMexplorer.exe
... [ilexplorerexe
... [IMexplorerexe

:30:... ®'AUDIODG.EXE

... W'lsmexe
. (vmwarsiray sxe

:30:... (Fvmware iray exe

. (vmwaredray axe

PID Operation

3232 RegOpenKey
3232 RegQueryValue
3232 RegCoseKey
3232 RegOpenKey
3232 RegQueryValue
3232 RegCloseKey
3232 RegOpenKey
3232 RegQueryValue
3232 RegCoseKey
3616 CreateFile
3616 QueryDrectory
3616 CloseFile

2816 RegOpenKey
2816 RegQueryValue
2815 RegOpenKey
2816 RegQueryValue
2315 RegQoseKey
2816 RegCloseKey
2816 RegOpenKey
2816 RegQueryValue
2816 RegCloseKey
2216 RegOpenKey
2815 RegQueryValue
2816 RegCloseKey
1372 Threed Create
824 Thread Create
3616 Createfile
3616 QueryDirectory
3516 CloseFile




Experimental Design

Generation

|

Filtering

l

NLP Model

l

Evaluation

In order to research ways to automate the analysis,
we used the following pipeline:

e Generate logs for different types of program
behavior

o  We focused on two programs:
m Notepad
m  Windows Defender (Online scan VS offline
scan)

e Filter Logs
Feed logs into NLP Model

e Evaluate results

o Are we able to differentiate different types of
behavior based on the model?



Experimental Design

Generation

|

Filtering

l

NLP Model

;

Evaluation

In order to research ways to automate the analysis,
we used the following pipeline:

e Generate logs for different types of program

behavior
o  We focused on two programs:
m Notepad

m  Windows Defender (Online scan VS offline
scan)

e Filter Logs
Feed logs into NLP Model

e Evaluate results

o Are we able to differentiate different types of
behavior based on the model?



Model 1: Pairwise n-gram divergence comparisons

—————————————————————————————————————————————————————————————————————————————————

Input i ezl . Output
Tokenize data Generate Calculate
Filtered : n-Gram Divergences : o
— based on T > —> Similarity
Logs | distributions between each
columns for each log pair of logs

0.1 [0.:64 069 06

0.0 012059 055 066

0.1 012 0.0 061068 062

064 059 061 00 015 023

069 0.55 068 015 00 021

06 066 062 023 021 00




The Data

Eile Edit Event Filter Tools Options Help
Iz 8| ABE | SASG #8
Sequ... Tme.. Process Name PID Operation Path Result Detail &
122103 10:30:... {WExplorer.EXE 3232 RegOpenKey HKCINSOFTWARE\Microsoft \Office\ 12.0\Groove SUCCESS Desired Access: Read/Wnte
122104 10:30:... W¥Explorer.EXE 3232 RegQueryValue HKCLM\Software\Microsoft\Office’\.12.0\Groove \GF SUserGUID SUCCESS Type: REG_SZ. Length: 78, ...
122105 10:30.... \@NExplorer.EXE 3232 RegCloseKey HKCU\Software'\Microsoft \Office\12.0\Groove SUCCESS
122106  10:30.... \WMExplorer.EXE 3232 RegOpenKey HKCU\SOFTWARE\Microsoft\Office\ 12.0'Groove SUCCESS Desirad Access: Read/Wite
122107 10:30.... {@¥Explorer.EXE 3232 RegQueryValue HKCU\Software\Microsoft \Office\12.0\Groove \GF SUserGUID SUCCESS Type: REG_SZ. Length: 78, ...
122108 10:30:.... W¥Explorer.EXE 3232 RegCloseKey HKCU\Scftware\Microsoft \Office’.12.0\Groove SUCCESS
122109 10:30.... \WExplorer.EXE 3232 RegOpenKey HKCUNSOFTWARE \Microsoft \Office\12.0\Groove SUCCESS Desired Access: Read/Wite
122110 10:30.... {WExplorer.EXE 3232 RegQueryValue HKCU\Scftware'\Microsoft \Office\12.0\Groove \GFSUserGUID SUCCESS Type: REG_SZ, Length: 78, ...
122111 10:20:... [ W¥Explorer EXE 3232 RegCoseKey HKCU\Software \Microsoft\Office\ 12.0'Groove SUCCESS
122112 10:30.... (Jpvmwaretrayexe 3616 CreateFle C:\Users'\bogo“\AppData\Roaming\ViMware SUCCESS Desired Access: Read Data...
122113 10:30.... (fivmwaredrayexe 3616 QueryDrectory C\Uszrs'\bogo AppData \Roaming \WMware \preferences.ini SUCCESS Fiter: preferencesin, 1:pref .
122115 10:30.... &vmwam(raym 3616 CloseFile C:\Users'\bogo“\AppData'\Roaming\VMware SUCCESS
122117 10:30... [ MNexplorer exe 2816 RegOpenKey HKCUNSOFTWARE \Microsoft \Office\12.0'Groove SUCCESS Desired Access: Read
122118 10:30.... {Weexplorer.exs 2816 RegQueryValue HKCU\Software\Microsoft\Office’.12.0\Groove \UseLocalGW SProtocol NAME NOT FOUND Length: 144
122113 10:30.... {Weexoloreraxe 2816 RegOpenKey HKCUNSOFTWARE \Microsoft \Office\12.0'Groove SUCCESS Desired Access: Read
122120 10:30.... {WMexplorer.sxs 2316 RegQueryValue HKCUM\Seftware\Microsoft \Office\ 12.0\Groove \UseLocalGW SProtocol NAME NOT FOUND Length: 144
122121 10:30... [Weexplorer exe 2216 RegCoseKey HKCU\Software \Microsoft \Office\12.0\Groove SUCCESS
122122 10:30.... [Wexplorerexs 2816 RegCloseKey HKCU\Software\Microsoft \Office\12.0\Groove SUCCESS
122123 10:30.... {WNexplorerexe 2816 RegOpenKey HKCUNSOFTWARE \Microsoft \Office’\12.0'Groove SUCCESS Desired Access: Read/ Wnte
122124 10:20:... Wexplorer.exe 2816 RegQueryValue HKCU\Scftware\Microsoft\Office’\12.0'Groove \GF SUserGLIID SUCCESS Type: REG_SZ. Length: 78, ...
122125 10:30... [ Meexplorer exe 2816 RegCoseKey HKCU\Software\Microsoft \Office\12.0\Groove SUCCESS
122126 10:30:... [WMexplorer.exs 2216 RegOpenKey HKLM\Scftware \Microsoft \Windows \Current Version'\Property System\PropertySchema  SUCCESS Desired Access: Query Value
122127 10:30.... [ Wlexplorerexe 2816 RegQuenyValus HKLM\SOFTWARE\Microsoft \Windows \Cument Version\Property System'\Propesty Sche..NAME NOT FOUND Length: 144
122128 10:30.... [Wesplorer.exs 2816 RegCloseKey HKLM\SOFTWARE\Microscft \Windows CumentVarsion'\Property System\PropertySche... SUCCESS
122129 10:30... RTAUDIODG.EXE 1372 Thread Create SUCCESS Thread ID: 2656
122120 10:30.... "'lsm.exe 824 Thread Create SUCCESS Thread ID: 5504
122131 10:30... (Fvmwarsireyexe 3616 CreateFle C:\Users\bogo\AppData'\Roaming \VMware SUCCESS Desired Access: Read Data... —
122132 10:30.... &vmwam{my.m 3616 QueryDirectory C:\Users'\bogo“\AppData'\Roaming \VMware \preferences.ini SUCCESS Fiter: preferances.iri, 1: pref .. .-
122124 10:30... (Fivmwaredrayexe 3516 Closefile C\Users'\bogo\AppData\Roaming\VMware SUCCESS -
Showing all 74 491 events Backed by page file




Tokenizing Logs

e We're using NLP, but what is a “word” considered in a log?

e Say we are given the super short example log below

e All columns might not be relevant to the analysis -- chose only relevant ones (this was something
we experimented with)

Sequence Time Process PID Operation Path Result Detail
Name
122103 10:30... Explorer.EXE 3232 RegOpenKey C:\Users\... SUCCESS 2§§g:sd
Read/Write
122104 10:30... Explorer.EXE 3232 RegQueryValue C:\Users\... SUCCESS Qggeisz




Tokenizing Logs

e We're using NLP, but what is a “word” considered in a log?

e Say we are given the super short example log below

e All columns might not be relevant to the analysis -- chose only relevant ones (this was something
we experimented with)

Sequence Time Process PID Operation Path Result Detail
Name
122103 10:30... Explorer.EXE 3232 RegOpenKey C:\Users\... SUCCESS /'icesgsj
Read/Write
122104 10:30... Explorer.EXE 3232 RegQueryValue C:\Users\... SUCCESS ;ﬁf:sz




Tokenizing Logs

e We're using NLP, but what is a “word” considered in a log?

e Say we are given the super short example log below

e All columns might not be relevant to the analysis -- chose only relevant ones (this was something
we experimented with)

Sequence Time Process PID Operation Path Result Detail
Name
122103 10:30... Explorer.EXE 3232 RegOpenKey C:\Users\... SUCCESS /'icezg:j
Read/Write
122104 10:30... Explorer.EXE 3232 RegQueryValue C:\Users\... SUCCESS EVEF?SZ

l

[(Explorer.EXE, RegOpenKey, SUCCESS), (Explorer.EXE, RegQueryValue, SUCCESS)]



n-grams
What is an n-gram?

e A n-gram is a contiguous sequence of n items from a given text.
e [or example the 2-grams of this sequence:

______________________________________________________________________________________________________________

______________________________________________________________________________________________________________

2 a 7«

' (“sphinx”, “of”), (“of”, “black”), (“black”, “quartz”), (“quartz”, “judge”), (“judge”,

my”), (“my, §
| VOW”) !

e Why n-grams?
O n-grams can capture sequences of words



n-grams

. . . Text 1 Text 2
n-gram distributions
| “the cat plays” : | “the cat sleeps” :
e Say we have two textswe'd L ________________________________ l __________________
like to compare ' n-gram probability | ' n-gram probability |
e We generate the n-grams (“the”, “cat”) | 0.5 (“the”, “cat”) | 0.5 ]
o  2-grams in this case 5 : 5
e Generate n-gram ' (“cat”, “plays”) | 0.5 i | (“cat”, “sleeps”) | 0.5
distributions \ /
e And compare the ) B I |
o ) ' n-gram Text1 | Text2 .
distributions as vectors ; |
+ (“the”, “cat”) 0.5 0.5
(“cat”, “plays”) 0.5 0
(“cat”, “sleeps”™ | O 0.5




Divergences

Divergences

e A divergence function is a function which calculates the “distance” of one
probability distribution to another

e Gives us a numerical way to compare texts by comparing n-gram distributions
e Divergences Used
o Bhattacharyya distance

m Results can be between O and infinity
o Jensen-Shannon Divergence

m Results can be between 0 and 1. (We used this distance for this reason)



Heatmap Visualization

e Example of what a heatmap
might look like

o  Comparison of 2 cases with 3
replicates each

o For asimple program like
notepad

Divergence Heatmap Example

open, don't save 1 -JACAUERE 0.1 064 069 06
open, don't save 2 4& 0.1 )12 059 055 066
open, don't save 3 SR 12 0.0 el 0es 062
open, save 1 LTI BRI E|
open, save 2 UL VLR 8

IRV R 06 066 062




Additional Techniques

e n-gram explainability
o Output a file which will order the n-grams by what contributed most
o  Could help analysts understand what exactly made cases different from each other



Additional Techniques

e k-fold comparisons
o A way to compare cases and see if they are distinguishable
o Algorithm:
m For each dataset of cases generated from the same behavior:
e Split the dataset into k groups
e [For each unique group
o Take the group and separate it from the others. Call it item 1
o  Call the remaining groups item?2
o Find the divergence between item1 and item2
m Take the maximum divergence seen.
o This is the maximum allowable divergence between cases that are the same. It follows that
when comparing two cases, if the divergence is greater than that number, then the two cases
are different.



Results of Model 1

e \Works great for simple cases
o ie Notepad
e Breaks down for more complex cases

o  Cannot distinguish
o For example a defender online vs offline scan



Model 2: dimensionality reduction with UMAP

—————————————————————————————————————————————————————————————————————————————————

Input Output
. . Generate !
Filtered i gl Clileaetis n-Gram i 2D Projection
Logs ! e e distributions UMAP : of Data
? | el for each log




UMAP

e Uniform Manifold Approximation and Projection
e Dimensionality reduction algorithm (like PCA or tSNE)

e Two steps:
o  Construct a high dimensional graph representation of the data
o Optimize a low-dimensional graph to be as structurally similar as possible

e In our project, we were reducing the dimensions of the n-gram distribution

vectors
o “points” refers to the n-gram distribution vectors



UMAP

Step 1: Construct a high dimensional graph
representation of the data by building a "fuzzy
simplicial complex"

e Whatis a "fuzzy simplicial complex"?
o  Weighted graph, with edge weights
representing the likelihood that two points
are connected

e How does it build this?
o Each point has a radius extend from it.
o  Two points are considered connected
when those radii overlap.
o  The radius size is based on the distance to
each point's nth nearest neighbor
o  Graphis "fuzzy" because the likelihood of
connection decreases as the radius grows
e Demo (by Andy Coenen, Adam Pearce)



https://pair-code.github.io/understanding-umap/

UMAP

Step 2: Optimize a low-dimensional graph to be as structurally similar as possible

e |magine the high dimensional graph as if the edges between points were
springs, where each spring is stronger as the edge probability increases
e Then we squish it down into smaller dimensions



UMAP Visualization

UMAP Result Example

e Offline Scan *
84 @ Online Scan
i
2
6 .
)
4 -
®
@
2 .
@
04-® : :
0 2 6 8




Future Directions

e Test UMAP with different behavior cases
e Try UMAP with different hyperparameters
o n_neighbors, min_dist
e Look into what information could be gained by looking into the stack traces

o We were looking at flat csvs
o Process manager captures the stack trace for each event

e Attempt to classify cases based on UMAP results
o  Clustering, logistic regression, neural networks, etc.



Questions

joelynelson3333@gmail.com



